
React fast to  
mitigate impact 
on your finances 
and reputation



EQUIFAX PROTECT DATA BREACH SERVICES 

1  HM Government: 2015 Information Security Breaches Survey
2  Beazley Breach Insights 2016

90% of large organisations suffered  
a form of security breach in 20151, 
with malicious attacks accounting for  
a third of data breaches2.

How would you reassure your 
customers – and satisfy regulators –  
if your business experienced a  
data breach?



EQUIFAX PROTECT DATA BREACH SERVICES 

3   European Commission: Questions and Answers – Data Protection Reform, Fact Sheet, December 2015

The Information Commissioner’s Office (ICO) can fine 
organisations up to £500k today and as much as 4% of annual 
global turnover once the new EU General Data Protection 
Regulation comes in to effect.

The regulation also brings new obligations to notify individuals “as soon as possible so that users  
can take appropriate measures3” if they are put at risk in a data breach.

Significantly, all organisations will have to notify their national supervisory authority of data breaches 
which put individuals at risk – the ICO for the UK. 

PLANNING AHEAD TO MITIGATE FINANCIAL AND REPUTATIONAL IMPACT

Serious data breaches can result in serious fines. The ICO takes into account a business’s processes  
and response to consumers when issuing monetary penalties. 

Guidelines state that offering compensation to individuals will be a consideration when issuing penalties. 
Providing identity monitoring solutions to affected individuals, such as those provided by Equifax, has 
been noted as a mitigating factor by the ICO in prior penalty rulings.

A CLEAR RESPONSE STRATEGY

Equifax is ideally placed to help businesses if they experience a data breach. Equifax Protect enables 
businesses to offer their customers and employees a range of tools so that they can react fast and take 
appropriate action to reduce the risk of fraud.

Swift access to their credit information will help individuals check if they have already been targeted by 
fraudsters. On-going monitoring tools will alert them to key changes to their credit information, which 
could be another sign of fraud. We can also tell consumers if their personal information is found on 
known fraud sites.



“ Companies that play 
fast and loose with 
people’s personal 
information risk the 
wrath of the ICO and 
that means fines of  
up to £500,000.”

 Christopher Graham, Information Commissioner, January 2016



The benefits of Equifax Protect

EQUIFAX PROTECT DATA BREACH SERVICES 

We give individuals unlimited access to their 
Equifax Credit Report & Score, allowing them 
to take action if they see suspicious activity. 
Information includes:

•  Credit agreements including balances

•  Searches for new credit applications

•  Linked addresses that may not be their 
current home

We’ll notify individuals of changes and new 
information we find enabling them to take 
measures against potential fraud:

•  Automatic alerts of new credit accounts, 
credit searches performed and other key 
changes to their Equifax Credit Report

•  Optional monitoring of websites where 
personal information is known to be 
exchanged and traded by fraudsters

While social media sites can be a great 
way to connect with others, they’re also 
an opportunity for identity thieves to gather 
personal data. 

Equifax Social Scan enables individuals to 
search over 40 social media sites for public 
information about themselves, understand 
the fraud risk associated with it and where  
to take action.

We know responding fast is essential. Our 
service can be set up within three business 
days and includes template communications 
to help you contact affected customers or 
employees with the right message.

For end-users we provide support 7 days a 
week4 by phone, online help and FAQs, with 
victims of fraud specialists on hand should 
the individual need them.

DETAILED INFORMATION TO SPOT 
FRAUDULENT CREDIT ACCOUNTS

ALERTS TO RESPOND TO  
NEW THREATS, QUICKLY

UNDERSTAND AND TAKE ACTION 
AGAINST SOCIAL MEDIA RISKS

RAPID DEPLOYMENT, 
COMPREHENSIVE SUPPORT

4  Excluding 25th/26th December



201/04-16

A GLOBAL LEADER IN INFORMATION 

Equifax Ltd is part of Equifax Inc., one of the world’s 
leading credit referencing agencies. Founded in 
1899 in Atlanta, Georgia, today Equifax Inc. operates 
globally, with bases or investments in 21 countries.

Businesses throughout the world trust Equifax to  
help them reduce fraud and manage their credit risk. 
Equifax manages data on more than 800 million 
consumers and 88 million businesses worldwide.

Find out more today. Talk to one of our data breach team 
on 0800 085 4156 or email ukbreach@equifax.com

Equifax Limited is registered in England with Registered No. 2425920. 

Registered Office: 1 Angel Court, London, EC2R 7HJ.

Equifax Limited is authorised and regulated by the Financial Conduct Authority.


